
Successfully Implementing an Enterprise-wide Electronic Records 
Management Program
Task/Action Checklist
Any large implementation requires adherence to standard project management methodologies to ensure even a minimum of success. This task/action checklist can be used as a step-by-step roadmap to assist with all phases of implementing an enterprise-wide electronic records management program.  The set of tasks listed include activities that can be defined as being technology-related, process-related, policy-related or logistics-related and have been grouped under four broad project phases: PLANNING, PRE-IMPLEMENTATION, IMPLEMENTATION and POST-IMPLEMENTATION. All tasks/actions listed comprise a comprehensive methodology for success and should be completed. Individual tasks/actions will vary only in scale or scope due to organization size, technology infrastructure or resource availability. 

PLANNING & DESIGN PHASE
The success of any program, including an enterprise-wide electronic records management program, lies in the attention to detail given during the program planning and design phase. It is within this critical phase that the key justification and objectives for the program are identified, strategies and plans for implementation, communication, training and user-support are determined, legal compliance and records best practices are identified, essential policies and processes are drafted and technology components are selected. Finally, and of equal importance, key factors which will lead to a successful implementation, are identified. For most implementations, the following steps should be followed in the order presented, although certain steps can be accomplished simultaneously, if resources are available.
· Develop a strategic statement for the program which identifies how the eRecords Program will align with the strategic direction of the organization.

· The strategic statement will be communicated as the ‘vision’ for the program.

· Conduct a complete business analysis with dedicated focus on user-facing issues.  Answer the question, “What issues related to records management hinder the user’s ability to work in the most efficient and effective manner possible.”

· Quantify both the tangible and intangible costs for each issue identified. The issues will later be noted into the financial plan spreadsheet.
· Compile a detail list of user requirements based upon the issues identified in the business analysis and then segregate the user requirements into topical groupings, i.e Information access, records management expense, etc.

· Create the business objectives for the program from each topical grouping. The business objectives will be used in communicating to users the broad set of issues that the program will address and resolve.

· Define the scope of the program, using the business objectives as a guide.  The scope of the program should list such areas as “compliance”, “risk management”, records management”, e-mail/message management”, etc.

· If at any point during the development and implementation of the program a request is made to focus on an activity which is not directly related to one of the in-scope areas, then that request should be considered “out-of-scope”.

· Identify a sponsor or sponsors for the program. The sponsor should be in a position of authority which allows them to communicate the strategic importance of the program to the organization’s members and related direction without hindrance. The project sponsor would also be the project’s liaison to any executive level management or board.

· Develop a core project team and a project manager. 

· The project team members can be selecting from functional areas which relate to the areas listed as in-scope. 

·  The project manager should be selected for their ability to manage a multi-discipline team, focus on detail and communicate project elements and results both to management and to the project team.

· Identify members of the expanded project team
· Identify subject matter experts for each in-scope area. Each will be a member of the extended team.

· Identify two key user representatives who can bring issues to the project team and also assist with communicating back to users. 

· Develop a list of ten key success factors. These can be drawn from the information gathered by the business analysis, the program objectives or other valid mission-related information. The critical success factors can be written as the  continuation of the question, “This system/program will be successful when....”

· Determine the implementation strategy for the program. This should be a discussion of the core project team with the project sponsors which takes into account the user needs as defined by the business analysis, business objectives of the program, organizational culture and priorities and available financial resources to determine the best strategy to ensure success.  By carefully adhering to the implementation strategy, progress towards a successful program implementation can be maintained.

· Project Manager develops the following key project management Planning and Reporting documentation:

· A High-Level Project Plan, listing each phase area and key project tasks and deliverables

· A detailed Project Plan, which lists each activity area and their specific tasks that will need to be completed for the implementation to be successful. The timeline for each task as well as dependencies to other tasks are listed.

· A Financial Plan spreadsheet (as noted above) which lists identified tangible and intangible costs to be addressed, Next each broad phase of the project should be listed with their key activities and deliverables underneath. As the project moves forward, actual expenses and costs related to each action should be identified and entered into the spreadsheet.
· A Training and Support Plan which identifies in one section, each type of training to be used, audience, means of delivery and anticipated date of delivery; and in another section, the user support activities for each phase of the project, means of support and support timeline. 
· A Communication Plan, listing each piece of communication expected for the project and noting for each: when the communication will be delivered, who will create and deliver the communication and the actual text of the communication.

· An Issues Tracking Report, which will be used to collect any issues and their detail as the project progresses.

· A Weekly (or monthly) Project Status Report Template, which will be used to communicate progress of the project, issues encountered, resolutions proposed and next actions. The completed project status should be sent to the projects sponsors
~~~~~~~~~~~~~~~~~~~~~
· Conduct records inventory. This identifies all major records used in the organization, purpose of the record, means of creation, management and use, functional area used in (owner), record value, security and access required, retention and disposition with citations.
· Develop records classifications. Using the records inventory information, group records by records series (category), class and type. Indicate any possible sub-types within a class, i.e e-mail within the Correspondence class.
· Develop records classification matrix. Using the classification information, develop a hierarchical classification matrix which clearly shows the records series, classification (document type) and sub-class/types.
~~~~~~~~~~~~~~~~~~~~~~

· Map document / records life-cycle workflow. This workflow document will indicate how documents should be handled by the eRecords system, retention as active records, migration from active to inactive status and final disposition.
· Complete technology assessment.  This assessment should cover all currently used computer hardware, software, desktop applications and other technology which will need to be integrated as part of the electronic records management system.
· Identify records-related legal compliance requirements. These local, state and national and international requirements will be applicable based upon the type of business /organization, nature of work activities conducted and retention requirements. Privacy, security, litigation hold and other legal requirements, i.e. HIPAA, SoX, and FRCP for managing and retaining records must be identified.
· Develop Request for Proposal (RFP) for electronic records system and any possible necessary consulting services. The RFP should be based on the information gathered from the business needs analysis,
· Identify system and consulting solutions. Assess all proposals returned and select system and any other corollary services which may be necessary.
· Develop/update records/risk management policies and procedures. Specific policies and associated procedures must be developed/updated and communicated to users. These include: Record Retention and Disposition, Document Scanning & Imaging, Litigation Hold, Security and Privacy for Personally Identifiable Information (PII), eMail/Message Management, Financial Records Auditing, Medical Information and Records Subpoena and eDiscovery policies and procedures.
· Develop/update records retention and disposition schedule for records identified in the records inventory. The retention schedule should be reviewed by qualified legal counsel as a final approval step.
· Identify / recommend workflow enhancements and improvements.  The impact of new systems for managing records electronically, compliance to records regulations and necessity for internal risk management processes will require changes to current document workflows.
· Develop plan for conversion or migration of legacy electronic document/records data to the eRecords program.
· Determine approach(es) to be used for technical training, user application, and policy & process training.  The approach to each type of training may be different, but a high degree of consideration should be given to user retention of training material, cost of the training program and anticipated success levels for each type of training approach.
· Determine user support strategy . This exercise allows for the assessment of various strategies and the selection of approaches for providing pre-implementation, implementation and post-implementation user support.
· Complete comprehensive integrated eRecords system and program design and architecture documentation. This set of documentation is the ‘roadmap’ for building the eRecords system and the associated records and risk management policies and procedures. 
· Finalize program budget and secure procurement of all program components. The components may include system hardware, application software, any specialized integration software, user desktop computers and all related technical documentation. Any contracted labor and resources dedicated to the program should also be included  Enter this information into the Financial Plan.

PRE-IMPLEMENTATION PHASE

An up-front investment of time and resources devoted to conducting controlled testing of system and program components and development of a comprehensive technical and policy/process training program will mitigate the need for additional effort and expense related to system / program modifications and additional user training in both the implementation and post-implementation stages. The following steps, carefully executed, will help ensure the success of the electronic records management program.
· Ensure receipt/availability of all program components prior to in-house development and stand-alone and/or integrated testing.

· Complete build of system development environment where any organization-specific components can be loaded and custom modifications can be completed prior to testing.
· Complete load of records classifications, including record categories, types, sub-types into the automated eRecords system dev environment. These will be based on information as defined by the standard records classification developed in the planning stage.
· Complete load of defined user access rights and security profiles into the eRecords system dev environment as defined by the system/program design documentation.
· Complete modification of out-of-box eRecords system components, such as document profile and search dialogues, data element labels, etc. into the dev environment as defined by the system/program design documentation.
· Execute conversion and/or indexing of legacy electronic records data to eRecords system dev environment.
~~~~~~~~~~~~~~~

· Complete test plan for eRecords program components. This ensures that all elements of the program, including systems, applications, policies, processes and their integrations will be properly tested. The test plan should note each test step in detail, listing the expected outcome of the test step.
· Build test environment in which a contained and controlled test of the technology and process elements of the program can be conducted. The test environment must be able to, in a microcosm, mimic the anticipated operation of the program’s systems, policies and processes 
· Complete migration of eRecords components from the development environment to the test environment.
· Conduct test of all eRecords components and integration.  Carefully document testing results against the test plan, noting any deviations or unexpected outcomes.
· Conduct a program test review meeting with members of the project team. During this meeting, details of the testing outcomes can be reported by the testers. All unexpected test results and other issues are discussed and then handed-off for review and resolution.
· Complete refinements to system components, applications and processes. Resolutions to the issues identified during program testing, including system or application modification, policy and process changes or a ‘fix’ from the system provider, are implemented in the test environment.
· Complete second test of the eRecords components and integration with the refinements made necessary as a result of the initial test in place.
· Conduct a second program test review meeting with members of the project team. During this meeting, details of the testing outcomes can be reported by the testers. All unexpected test results and other issues are discussed and then handed-off for review and resolution.
· Complete refinements to system components, applications and processes. Resolutions to the issues identified during the second program testing, including system or application modification, policy and process changes or a ‘fix’ from the system provider, are implemented in the test environment.
· Complete final test of the eRecords components and integration with the refinements made necessary as a result of the second test in place.
· Conduct the final program test review meeting with members of the project team. During this meeting, details of the testing outcomes can be reported by the testers. The team will then determine whether or not the program is ready to move forward towards implementation
· Complete installation of finalized hardware and software upgrades, as necessary, for any systems, applications, computers and related equipment.
~~~~~~~~~~~~~~~~~~~~~~~~
· Develop user training outline to be used by the training instructor as a guide for delivery of  technical system training, user application and policy and process training.  

· Draft user training and informational resource materials to be used as educational aids by the training instructor and the individuals being trained. 
· It should be determined where and how the training will be made available to users during and after the training effort.

· Conduct training test / rehearsal with project team and a small group of select users to validate the training outline, content and training materials against the program objectives. 
· Complete refinement of user training program, including educational content and training and informational resource materials, based upon results of training test.
· Develop and schedule user training and advise users (details to be entered in Communication Plan)
· Complete installation/implementation of training equipment in advance of training.

· Conduct system training for key system administrators and managers

· Complete ‘train-the-trainer’ training (if necessary).

· Conduct program team pre-implementation ‘checklist’ meeting. This meeting will serve as the final ‘program readiness’ meeting where each team member will report on their focus area’s readiness for implementation launch. All elements reported should match the parameters outlined in the comprehensive integrated eRecords system and program design and architecture documentation.

· Conduct user policy & process training based upon approved policies and processes for managing electronic records within the scope of the program. This level of training should be conducted at least one week prior, if not sooner, than user technical training 

· Conduct user technical training sessions as outlined by the training methodology and Plan.

IMPLEMENTATION PHASE
Implementation of the program begins at the point when the fully tested eRecords system and program components are migrated into ‘production’ abd actual ‘real-time’ users begin to actively utilize one or more elements of the program. In many program implementations, several elements of the program are turned ‘live’ simultaneously, requiring the project team to operate much like a finely tuned and practiced symphony. Each member of the team must focus on their area of responsibility and execute their tasks without fail to ensure that the levels of user understanding, confidence, and compliance are high while user frustration is kept to a minimum.  During this stage, a key factor for success is the ability to provide immediate user support and response when questions arise or technical issues occur.  The implementation phase is also the point of initiation for conversion or migration of legacy physical or electronic records into the eRecords program, where the probability of success is enhanced by providing expert team assistance to users.

· Ensure readiness and availability of user support at the point of implementation. This includes communicating to users how to obtain assistance and what level of response should be expected.

· Provide mechanism for user feedback, including suggestions and comments about the program, to users.  Any feedback received should then be reviewed by the program team for consideration as program enhancement or modification.
· Complete migration of fully tested and approved eRecords system/program from test environment into production environment. Once the system has been migrated into production, system implementation has been initiated.

· Activate any eRecords program applications on the user desktop immediately after user training is completed. 

· Activate and provide user support as defined by the user support methodology.
· Collect and document user initiated system/program issues for review, escalation and resolution. This information can also be utilized for determining levels of user acceptance and compliance with program components.

· Conduct daily implementation review meetings with project team. During the meeting, reports from each team member on the state of their area of responsibility will allow the team to quickly respond to and escalate any issues. The reoccurrence of the daily meetings will be dependent upon the complexity of the program implementation and need for implementation user support. 

· Initiate migration of user’s legacy electronic document/records data into the eRecords program, as necessary.

POST- IMPLEMENTATION PHASE
The on-going success of any enterprise-wide program is dependent upon transferring and then maintaining the enthusiasm built during the implementation phase. The electronic records management program, as outlined through this methodology, is designed to be a dynamic program which can easily adapt to changes placed upon it by the organization, regulatory statutes, best practices and other internal and external forces. The ability for the program to adapt and maintain a high degree of user acceptance and compliance begins with several key activities that must occur during the period immediately after the initial implementation of the program.  By providing on-going, standardized support, user engagement and enthusiasm for the program will remain at peak levels.  Implementation of systematic monitoring tools and means for updating records and risk management policies and processes will help the organization remain in compliance with legal and regulatory statutes and mitigate adverse risk.  It is critical during this phase that senior management is made aware of the success of the program implementation and the value of the program to the organization going forward.  
· Provide on-going user support and a mechanism for user feedback for the program through defined channels in the organization.

· Identify and initiate means for maintaining and updating all policies and processes, including retention schedules, message management and information governance policies. 

· Identify and implement means to ensure on-going compliance to all applicable records statues and regulations.

· Collect and complete analysis of data regarding user participation in training efforts, legacy data migration efforts and acceptance of program. This data will be important in determining the level of user compliance with the eRecords program.

· Collect program team time and expense data for use in completing the financial profile of the eRecords implementation. 

· Conduct review of user issues, suggestions and comments with program team. This will allow any open issues to be addressed and resolved and any suggestions to be validated as enhancement requests. 

· Conduct a program implementation ‘post mortem’ meeting with the program team and sponsors. Information collected regarding issues, comments from users and ‘what could have been done better’ will increase the probability of success for future efforts as well as for on-going support of the program.
· Compile report for senior management summarizing the success of the implementation. The report should include, at a minimum, the following:

· a summary of the financial report data compiled throughout the implementation phases, 

· data showing the ‘cost per user’ for the implementation,

· perceived and actual levels of user compliance for each phase,  
· summary of challenges and issues with resolutions,

· summary of how each identified success factor was or was not met,

· listing of identified ‘next-steps’ to ensure on-going program success

· Finalize hand-off of program operation and management to identified management within the organization. 
A Final Thought: From the beginning planning phase of the implementation through end of the post-implementation, always remember that a well planned and executed program implementation with proven results will ensure continuing management support and continuing success of the electronic records management program.
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